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Blockchain — legal considerations
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Uncertainty as to parties
Competition/ anti-trust
Intellectual property

Litigation and dispute resolution
Tax

Data privacy

Governance

NORTON ROSE FULBRIGHT



Data protection considerations
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» Addresses on the blockchain: are » Expansive definition of personal
public and may be linked to data
individuals

Privacy notices
Grounds for processing
Retention — no longer than

* Permissionless blockchains: no
central controller — users and
service providers must provide

own notices/ obtain consents necessary
« Permissioned blockchains: » Accurate
gatekeeper can provide - Subject rights

notice/obtain consents for users

- Service providers to the ecurity and breach notification

blockchain may be controllers: in * Export

respect of the blockchain data or - Data localisation laws

JeeeloChllesizli TMaE « Smart contracts could be used to
DP REQUIREMENTS: EASIER TO show DP accountabi”ty
ADDRESS IN PERMISSIONED
MODELS
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Smart contracts - Some definitions
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“I hear more and more people
talking about ‘smart contracts’
these days. But when you push
them to define the term, the
concept often dissolves in their

hands.”
Richard Gendal Brown,
A Simple Model for Smart Contracts,
Gendal.me,
10 February 2015

‘A smart contract is a set of
promises, specified in digital
form, including protocols within

which the parties perform on
these promises.”

Nick Szabo,
Smart Contracts: Building Blocks
for Digital Markets, 1996

A
NORTON ROSE FULBRIGHT



Smart contract basics
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On-chain assets
(Digital)

Pre—defined

contract

Execute &
Events

Value transfer

Setlement

« Terms are established
by all counterparties,

such as:

& Variable interest
rate (e.g LIBOR)

& Currency of
payments

& Currency rate

= Conditions for
execution (e.g time
and date, LIBOR rate
at given value)

o

Event triggers « Terms of contract

confract execution dictate movement
Event can refer to: of value based on
Transaction conditions met.
initiated

Information

received

Off-chain assels
{Physical)

a. For digital assets on
the chain, such as a
cryptocurrency,
accounts are
atomically settled

b. For assets represented
off the chain, such as
stocks and fiat,
changes to accounts
on the ledger will
match off-chain
settlement instructions

Source: swww.sharetheledger.com
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Are there different smart contract models?
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Smart contracts lie on a spectrum
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Is a smart contract a legally binding contract?
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Smart
“contract”
suggests a
contract —
Is that
correct?

Will normal
contractual
principles
apply?

Smart contracts
raise issues the
law has already
addressed:

* In the EDI context

 Contractual
impact of new
methods of
communicating
(e.g. email / the
Internet)

* Electronic
signatures
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Smart contracting legal issues
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Contract law not “cyber-jurisdiction”
— Supported by relevant “ecosystem”
Formalities

— Courts respectful of freedom to contract
— Certainty of terms

Proof of identity, signature & authority

— One and the same or different
— The Deed wrinkle

Jurisdiction and governing law

— Long arm laws — changes, e.g. trade sanctions
— Unfair contract terms legislation

Bugs in the code

— Typo, mistake, rectification

— What s the legal position if a bug or error in relation to a smart contract results in
an error or mistake in what the parties thought they had agreed or in an outcome

that was not intended?
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Our research

A legal review from across these regions:

Germany

e

France

Key questions: @

« Can a smart contract give rise to a legally binding contract?

« What are the other key legal issues?

The answers may sometimes depend on the model of smart
contract used, the factual matrix and the applicable law

NORTON ROSE FULBRIGHT
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What are the key findings of our research?

Electronic Electronic nature not problematic for many (but not all) jurisdictions in
status establishing contractual formation

Certainty as to contractual terms often a critical factor: can the code be
understood by a party?

Certainty

of terms Smart contracts that merely automate a particular process but do not
include (or operate in conjunction with) contractual terms may not
satisfy such requirements

Follow-on contracting (by which a later, separate contract is brought
about by performance of an earlier smart contract) may not give rise to
a legally enforceable contact in some jurisdictions

Follow-on
contracting

Other technical requirements of the applicable jurisdiction’s law
(typically prescribed by legislation) may, in a few jurisdictions, be a
potential impediment to legally binding contractual effect

Other technical

requirements
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Disclaimer

Norton Rose Fulbright US LLP, Norton Rose Fulbright LLP, Norton Rose Fulbright Australia, Norton Rose Fulbright Canada LLP and Norton Rose Fulbright South Africa Inc are separate legal entities
and all of them are members of Norton Rose Fulbright Verein, a Swiss verein. Norton Rose Fulbright Verein helps coordinate the activities of the members but does not itself provide legal services to
clients.

References to ‘Norton Rose Fulbright’, ‘the law firm’ and ‘legal practice’ are to one or more of the Norton Rose Fulbright members or to one of their respective affiliates (together ‘Norton Rose
Fulbright entity/entities’). No individual who is a member, partner, shareholder, director, employee or consultant of, in or to any Norton Rose Fulbright entity (whether or not such individual is
described as a ‘partner’) accepts or assumes responsibility, or has any liability, to any person in respect of this communication. Any reference to a partner or director is to a member, employee or
consultant with equivalent standing and qualifications of the relevant Norton Rose Fulbright entity.

The purpose of this communication is to provide general information of a legal nature. It does not contain a full analysis of the law nor does it constitute an opinion of any Norton Rose Fulbright
entity on the points of law discussed. You must take specific legal advice on any particular matter which concerns you. If you require any advice or further information, please speak to your usual
contact at Norton Rose Fulbright.
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